New Products (third Quarter Fy22)

Background

The Center for Development of Security Excellence (CDSE) is a nationally accredited, award-
winning directorate within the Defense Counterintelligence and Security Agency. CDSE provides
security education, training, and certification products and services to a broad audience supporting the
protection of national security and professionalization of the Department of Defense (DOD) security
enterprise.

CDSE Content Areas: Counterintelligence, Cybersecurity, General Security, Industrial
Security, Information Security, Insider Threat, Operations Security, Personnel Security,
Physical Security, and Special Access Programs

Highlight Summary
CDSE provides courses and products that keep pace with changing policies and evolving security
environments. During the third quarter of FY22, CDSE released the following:

e New/Updated Courses: Physical Security, General Security
e New Webinars: Counterintelligence, Industrial Security
New Posters: Personnel Security

New Job Aids: Industrial Security, Insider Threat

New Case Studies: Insider Threat

New Security Awareness Games: Personnel Security
Updated Toolkit: Industrial Security

NEW!!
Training Products

== Courses
Training to keep security professionals updated on security policy and procedures, delivered online or in-
person.

e Physical Security and Asset Protection (PY201.10) VILT
This course provides students the ability to identify and utilize regulatory guidance,
methodologies, and concepts for protecting DOD assets. Students will be able to apply the risk
management process, conduct problem solving, and incorporate best practices to develop
courses of action utilizing physical security measures, based on a cost-benefit analysis, to protect
an installation’s assets. The course is administered through eLearning prerequisites and virtual
instructor-led training (VILT).
https://www.cdse.edu/Training/Virtual-Instructor-led-Courses/PY201/

e DOD Security Specialist Course VILT (GS101.10)
This redesigned course provides students a baseline of fundamental knowledge to perform
common DOD security tasks and practices. It incorporates industrial, information, personnel, and
physical security disciplines to understand their interrelationships, related policies, programs, and
procedures. Risk management concepts, forming the foundation for the instruction and related
content, are interspersed throughout the course. Administration of the course is through



https://www.cdse.edu/Training/Virtual-Instructor-led-Courses/PY201/

elLearning prerequisites and asynchronously via virtual instructor-led training (VILT) using the
collaborative learning environment (CLE) within STEPP. Activities include pre-recorded lectures,
individual practical exercises, quizzes, discussion forums, and a final comprehensive course
exam.

https://www.cdse.edu/Training/Virtual-Instructor-led-Courses/GS101/

-
Webinars

A series of recorded, live web events that address topics and issues of interest to defense security
professionals.

e Supply Chain Webinars
This first supply chain webinar in a series, “Microelectronics and Supply Chain 2022,” is an hour
long webinar on securing the Microelectronics Supply Chain, and the guest speaker was Dr. Carl
E. McCants, Ph. D., from the Defense Advanced Research Projects Agency (DARPA).
https://www.cdse.edu/Training/WWebinars-and-Conferences/Webinar-Archive/Microelectronics-and-
Supply-Chain-2022/
This second webinar, “Supply Chain Past, Present, and Future 2022,” is an hour long webinar on
the recent executive orders on supply chain, and the guest speaker was Federal Bureau of
Investigation (FBI) Supervisory Special Agent (SSA) Matt Halvorsen from NCSC.
https://www.cdse.edu/Training/Webinars-and-Conferences/Webinar-Archive/Supply-Chain-Past-
Present-and-Future-2022/

e Lessons Learned and Best Practices from the NAESOC
This webcast is geared towards the Facility Security Officer or Senior Manager at facilities
assigned to the National Access Elsewhere Security Oversight Center (NAESOC). This webcast
provides strategies and available resources that will assist you in maintaining an effective security
program.
https://www.cdse.edu/Training/Webinars-and-Conferences/\Webinar-Archive/Lessons-Learned-
and-Best-Practices-from-the-NAESOC

e FCL Oversight and Excluded Parent Companies
This webcast is geared towards the Facility Security Officer (FSO) and Senior Management
Official (SMO) who are responsible for implementing the requirements of the National Industrial
Security Program Oversight Manual (NISPOM) within your established security program. This
presentation focuses on the reporting of changes in company ownership with an emphasis on the
relationship between an Excluded Parent (XP) and the cleared entities that exist within the
corporate family, such as parent and subsidiary relationships.
https://www.cdse.edu/Training/Webinars-and-Conferences/Webinar-Archive/FCL-Oversight-and-
Excluded-Parent-Companies/

i} Posters
Security products designed to provide quick reminders on specific issues or events.

e Continuous Evaluation Poster
This poster serves as a supplemental tool to remind team members of the benefits and features of
Continuous Evaluation.
https://www.cdse.edu/resources/posters-personnel-security/Article/2992838/continuous-
evaluation/

e Reporting Requirements Poster
This poster serves as a reminder to team members of the importance of understanding and
maintaining their national security eligibility by being aware of their reporting requirements.
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https://www.cdse.edu/resources/posters-personnel-security/Article/2992821/reporting-
requirements/

il Job Aids

Security products designed to provide guidance and information to perform specific tasks.

Security Incident Job Aid

This is an updated job aid, previously titled “Administrative Inquiry (Al) Job Aid for Industry.” It was
updated in coordination with the DCSA Security Violations Working Group, who established the
updated DCSA processes for handling security incidents. This job aid provides recommendations
and guidance to industry on preparing to respond and remediate security incidents and reporting
of loss, compromise, or suspected compromise.
https://www.cdse.edu/Portals/124/Documents/jobaids/industrial/security-incident-job-aid.pdf
NISPOM Reporting Requirements Job Aid

This job aid provides guidance to assist contractors with general examples for reporting. Please
refer to the National Industrial Security Program Operating Manual (NISPOM) and the Security
Executive Agent Directive (SEAD) 3 for an entire list of reportable activities and reporting
requirements (located in the CDSE FSO Toolkit).
https://www.cdse.edu/Portals/124/Documents/jobaids/industria/ CDSE_RR _JobAid.pdf

Insider Threat and Extremist Activity within the DOD Briefing Job Aid

This job aid provides important updates to DOD Instruction 1325.06, focused on extremist activity.
It also includes the Domestic Violent Extremism (DVE) landscape, past and recent extremist cases
within the DOD, and data and trends. This briefing is for commanders, senior officials, and security
or insider threat program personnel to develop workforce awareness on the threat of extremist
activity within the DOD. It was developed with the knowledge that DVE will soon be a required part
of training and awareness for the DOD workforce in upcoming policy.
https://www.cdse.edu/Portals/124/Documents/jobaids/insider/Insider-Threat-and-Extremist-
Activity-DOD.pdf

Il case Studies
Analyzed accounts of real-world security activities, events, or threats.

Insider Threat Case Study — Ahmedelhadi Serageldin

Learn about this case of mishandling classified information, the sentence, the impact, and the
potential risk indicators that, if identified, could have mitigated harm.
https://securityawareness.usalearning.gov/cdse/case-studies/index.php

Security Awareness Games
Quick and easy ways to test your knowledge and encourage security awareness at your organization.

Introduction to Suitability Adjudications for the DOD Crossword

A great review tool to remember key terms and concepts covered in the Introduction to Suitability
for the DOD eLearning.
https://securityawareness.usalearning.gov/cdse/multimedia/games/personnel-vetting-crossword-
1/index.html

Introduction to Personnel Security Crossword

A great review tool to remember key terms and concepts covered in the Introduction to Personnel
Security eLearning.
https://securityawareness.usalearning.gov/cdse/multimedia/games/personnel-vetting-crossword-
2/index.html
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Introduction to DOD HSPD-12 CAC Credentialing Crossword

A great review tool to remember key terms and concepts covered in the Introduction to DOD
HSPD-12 CAC Credentialing e-learning.
https://securityawareness.usalearning.gov/cdse/multimedia/games/personnel-vetting-crossword-
3/index.html

8Q Toolkits

Facility Security Officer (FSO) Toolkit

This updated and reformatted FSO Toolkit points you to the resources you need to help you
perform your role as a Facility Security Officer (FSO). There are 13 categories available to choose
from, which contain a variety of different performance support tools and resources that support
your security program awareness training. https://www.cdse.edu/Training/Toolkits/FSO-Toolkit/
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